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Wifi Attachment Unit
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Communication port

Green LED — TCP connection status
Blue LED — Wifi association status
Yellow LED — TX/RX data transfer

Red LED — General I/O

Condition Blue Yellow Green \
. Connected over
ON (Solid) Tep
Fast Blink Not Associated RX/TX data No IP Address
transfer
Slow Blink Associated, IP Address OK
No Internet
Associated,
off Internet Ok




Getting Started

Setting upyour Reef Angel Wifi attachment

1. Before you start using your wifi attachment, you will need to set it up first. The attachment comes with
some default settings. It can be setup to either ad-hoc or infrastructure networks. For our purposes, we
will set it up for infrastructure mode. If you need any additional or more detailed information, please visit
the wifi module manufacturer’s website at: http://www.rovingnetworks.com/wifly-gsx.php

2. Connect your USB-TTL converter cable to an available port of your computer

3. Download Tera Term software from http://www.rovingnetworks.com/support/teraterm.zip

4. Afterinstalling Tera Term, start the application and you will be prompted with a new connection window.

Just click the Cancel button.
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5. Inthe menu bar, go to Setup -> Serial port and the Serial port setup window will pop up.

_D; Tera Term - [disconnected] VT EI@
File Edit Control Window Help

Terminal... -
Window...
Font...

Keyboard...

Serial port...

Proxy...

S5H...

S5H Authentication...
55H Forwarding...
55H KeyGenerator...
TCP/IP...

General...

Additional settings

Save setup..
Restore setup...

Load key map...

6. Change the Port to the COM port you are using and click OK.
Note: this is the same COM port that you have selected on the Arduino IDE under Tools -> Serial Port

Tera Term: Serial port setup [5]
Baud rate:
Data: [Ellnt—v] Cancel
Flow control:
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7. Connect the other end of the USB-TTL converter cable to the communication port of your Reef Angel wifi
attachment.
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8. You will see the green and blue LEDs blinking and Tera Term will show the following screen:

[ COMIG - Tera Term VT =nEon|=")
File Edit Setup Control Window Help
iFly Uer 2.19. B4-12-2818 -

AC Addr=PA:06:66:00:47:e8

uto—fAssoc rovingl chan=1 mode=NONE FAILED
READY =

uto—fAssoc rovingl chan=1 mode=NONE FAILED
uto—Assoc rovingl chan=1 mode=NONE FAILED
uto—Assoc rovingl chan=1 mode=NONE FAILED
uto—Assoc rovingl chan=1 mode=NONE FAILED
uto—Assoc rovingl chan=1 mode=NONE FAILED
uto—Assoc rovingl chan=1 mode=NONE FAILED

9. We are now ready to start communication with the Reef Angel wifi attachment.



10.

11.

12.

13.

14.

15.

16.

17.

18.

By default, the device will be in data mode. Type $$$ to enter into command mode. The device will
respond with CMD

Note: You won’t see when you type the $$$ and you have to make sure to type all three dollar signs
within 1 second.

Type set s p 0<CR>
The device will respond with AOK
This will disable the authentication message that keeps showing every second.

Type set u b 57600<CR>
The device will respond with AOK
This will set the serial baud rate to 57600bps.

Type save<CR>
The device will respond with AOK

Type reboot<CR>
The device will respond with *reboot*.
The device will reboot and you won’t see the authentication message anymore.

Restart the Tera Term application.

We now need to change the baud rate on Tera Term, so when you are prompted to a new connection,
just click the Cancel button.

In the menu bar, go to Setup -> Serial port and the Serial port setup window will pop up.

Change the Port to the COM port you are using and Baud rate to 57600 and click OK.

Tera Term: 5erial port setup 3]

Port: COM16 - T
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19. Type $S$ to enter command mode again. The device will respond with CMD



20. To check the current wifi settings, type get w<CR>

21.

22.

23.

24,

25.

26.

Note: <CR> means carriage return, also known as return key in your keyboard.
The device will return with:

SSID=rovingl
Chan=0

ExtAnt=0

Join=1

Auth=OPEN
Mask=0x1fff
Rate=12, 24 Mb
Linkmon=0
Passphrase=rubygirl

Type set c 0 0<CR>

Sets the string that is sent to the local UART when the TCP port is opened. If no string is desired, use 0 as
the <string> parameter. Max string length is 32 characters. Default is *OPEN*

The device will respond with AOK

Type set c r 0<CR>

Sets the string that is sent to the remote TCP client when the TCP port is opened. If no string is desired,
use 0 as the <string> parameter. Max string length is 32 characters. Default is *HELLO*

The device will respond with AOK

Type set ¢ c 0<CR>

sets the ASCI string that is sent to the local UART when the TCP port is closed. If no string is desired, use 0
as the <string> parameter. Max string length is 32 characters. Default is *CLOS*

The device will respond with AOK

Type set ¢ s 1024<CR>

Sets the flush size. An IP packet will be sent each time “value” bytes are received. Default is 64 bytes. You
should set this value to the largest possible setting to maximize TCP/IP performance. Maximum value =
1420 (at 9600) bytes.

You need to identify which type of wifi authentication you have.

The current release of Wifly firmware supports these security modes:
¢ WEP-128 (open mode only, NOT shared mode)

* WPA2-PSK (AES only)

o WPA1-PSK (TKIP only)

¢ WPA-PSK mixed mode (some APs, not all are supported)

Type set w a <value><CR>
Sets the authentication mode.

Value Authentication Mode

0 Open (Default)

1 WEP-128

2 WAP1

3 Mixed WAP1 & WAP2-PSK
4 WAP2-PSK




27.

28.

29.

30.

31.

32.

33.

34.

5 Not Used
6 Adhoc, Join any Adhoc network

The device will respond with AOK

If you are using authentication mode 2,3 or 4 please go to step 19.

For authentication mode 1, type set w k <value><CR>

Sets the 128 bit WEP key.

Key must be EXACTLY 13 bytes (26 ASCII chars). Data is expected in HEX format, “Ox” should NOT be used
here. Example : “set w k 112233445566778899AABBCCDD”

Hex digits > 9 can be either upper or lower case.

The device only supports “open” key mode, 128 bit keys for WEP. WEP-128, shared mode is not
supported as it is known to be easily compromised and has been deprecated from the WiFi standards.
The device will respond with AOK

For authentication mode 2,3 or 4, type set w p <string><CR>

Sets the passphrase for WPA and WPA2 security modes. 1-64 chars.

The passphrase can be alpha and numeric, and is used along with the SSID to generate a unique 32 byte
Pre-shared key (PSK), which is then hashed into a 256 bit number. Changing either the SSID or this value
re-calculates and stores the PSK.

The device will respond with AOK

Type set w s <string><CR>

sets the wlan ssid to associate with. 1-32 chars.

NOTE: If the passphrase or ssid contain the SPACE ( * ‘) characters, these can be entered using substitution
via the “$” character.

For example, if the ssid of the AP is “yellow brick road” You would enter “yellowSbrickSroad”

Using the get w command will properly display the value: SSID=yellow brick road

Type save<CR>
The device will respond with AOK

Type reboot<CR>
The device will respond with *reboot*.
The device will reboot and associate with the wifi network.

You will notice that if everything is OK and you have DHCP enabled in your router, the blue LED will turn
off.

Congratulations!! You have now setup your Reef Angel wifi attachment.
To check your wifi settings, follow steps 15-19.

Type get i<CR>
The device will return with something like this:

IF=UP

DHCP=ON
IP=192.168.9.20:2000
NM=255.255.255.0
GW=192.168.9.1
HOST=0.0.0.0:2000



35.

36.

PROTO=TCP,
MTU=1460
FLAGS=0x7
BACKUP=0.0.0.0

In this case, the IP address is 192.168.9.20 and the device is listening to port 2000.
Most routers have built in firewall that would block incoming data on port 2000. Make sure to allow

traffic or change the listening port.

If you choose to change the local port, type set i | <num><CR>
Sets the local port number, where num is the local port number. 80 is the most common open port on any
router.

Next time you connect to the device, you can choose to connect to it through the wifi network.
When you are prompted for a new connection, you can select TCP/IP.

On Host, type the ip address associated with the device, which in this case is 192.168.9.20
Select Telnet under the Service option and change the port to 2000 and click the Ok button.

Tera Term: Mew connection @

@ TCF{IP Host: 192.168.9.20 -

¥| History

Service: @ Telnet TCP port#; 2000|
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Enablingconnection timeout
This is an additional and optional step, although it is highly recommended.

This step will guarantee that any connection that stays idle for a determined amount of time is terminated. There
are many reasons why you should have a connection timeout, but the main reason is that the attachment can only
handle one connection at a time and if one connection is not closed properly, your wifi attachment would become
irresponsive because it would still be waiting for data in the opened connection that never got closed.

The drawback of having a connection timeout is that it is enabled even on command mode. This means that if you
are trying to change any settings on the wifi attachment, you cannot stop typing for more than the set number of
seconds or the connection would be terminated.

In order to enable a connection timeout, follow steps 15-19 of “Setting up your Reef Angel Wifi Attachment”

1. Please type set ci3<CR>
The device will respond with AOK

2. Type save<CR>
The device will respond with AOK

3. Type reboot<CR>
The device will respond with *reboot*.



Connecting your Reef Angel Wifi attachment to the Head Unit

1. Inspect the provided communication cable. It has 2 black connectors at the end. One is 6 pin and the
other is 8 pin.

2. Connect the 6 pin connector to the communication port of the Reef Angel wifi attachment.
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3. Connect the 8 pin connector to the Serial TTL port of the Reef Angel Head Unit.

4. Your Reef Angel Controller is now connected to your wifi network.

5. Every time you need to load codes to your Reef Angel Controller, you will need to disconnect the wifi
attachment.



Sending Data through Wifi

Loading the code

Let’s load a simple code that will broadcast the water temperature to the wifi network.

#include <Wire.h>
#include <EEPROM.h>
#include <OneWire.h>
#include <Time.h>
#include <DS1307RTC.h>
#include <NokiaLCD.h>
#include <ReefAngel.h>

void setup()

ReefAngel.Init();
ReefAngel.LCDDrawText(200,36,10,10,"Wifi Test");

}
void loop()
{

ReefAngel.Refresh();

Serial.print("Current Water Teperature is ");
Serial.printin(ReefAngel.Params.Temp1);
delay(1000);

}

After you have loaded the code, disconnect the USB-TTL converter cable and connect your Reef Angel Wifi
Attachment.



Checking for broadcasted data

1. Start the Tera Term application

2. When you are prompted for a new connection, you can select TCP/IP.
On Host, type the ip address associated with the device, which in this case is 192.168.9.20
Select Telnet under the Service option and change the port to 2000 and click the Ok button.

Tera Term: Mew connection @
@ TCPHP Host: 192.168.9.20 -
¥| History .
Service: @ Telnet U PO s 2000)
55H 55H version: 55H?
Oth ——
er Protocol: |UNSPEC ~
Serial COM3
[ oK l | Cancel | | Help ‘

3. You will see the broadcasted data being received in the screen.

12 192.168.9.20 - Tera Term VT =8 E=nr=<T
File Edit Setup Control Window Help
Current Water Temperature is V6B o~

Current Water Temperature iz 768
Current Water Temperature is 766
Current Water Temperature iz 766
Current Water Temperature iz 768
Current Water Temperature iz 766
Current Water Temperature iz 768
Current Water Temperature iz Y66
Current Water Temperature iz 768
Current Water Temperature iz Y66
Current Water Temperature iz V6B




Using the default web server

Download the latest library

Download the latest library from the website at http://www.reefangel.com/download.html

Loading the code

Let’s load a simple code that will accept web connections.

#include <Wire.h>
#include <EEPROM.h>
#include <OneWire.h>
#include <Time.h>
#include <DS1307RTC.h>
#include <NokiaLCD.h>
#include <ReefAngel.h>

void setup()

ReefAngel.Init();
}

void loop()

ReefAngel.StandardGUL()
}

After you have loaded the code, disconnect the USB-TTL converter cable and connect your Reef Angel Wifi
Attachment.

Connecting to your Reef Angel with your browser

1. Start your favorite browser and type on the address bar: http://192.168.9.20:2000
Note: Replace the ip address with the ip address you collected on step 34 of “Setting up your Reef Angel
Wifi Attachment”

'€ http://192168.9.20:2000/ - Windows Internet Explorer =8I

'\J\J | @] http:/192.168.9.20:2000/ v|¢,‘ x | [ Yahoo! Search 2 -
A - >
W | @nepsnszieeso00 || v B) v # v [ Page v Tooks

Reef Angel Controller Web Server

Done €D Internet | Protected Mode: On H100%
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The controller will return with a default page with the phrase “Reef Angel Controller Web Server”

To use the built-in demo server, please go to http://192.168.9.20:2000/wifi

The controller will then return with the demo web server where you can monitor the parameters and
override relays.

) - |& http://192168.9.20:2000/wifi ~| 49 [ x || Yahoo! search - p v|

w [Q_ http://192.168.9.20:2000/wifi [ 2~ B - ® v |»Page v {}Tools v

"

Done € Internet | Protected Mode: On #100% v
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Restoring to Manufacturerd Settings

If you need to restore your Reef Angel Wifi Attachment to manufacturer’s settings, there are 2 ways:

Soft Reset
1. Follow the steps 15-19 of “Setting up your Reef Angel Wifi Attachment”.
2. Type factory RESET<CR>
The device will respond with Set Factory Defaults
3. Type reboot<CR>
The device will respond with *reboot*.
Hard Reset
1. Disconnect your Reef Angel Wifi Attachment.
2. Open the top cover of your Reef Angel Wifi Attachment and locate the jumper JP1.
3. Place ajumper on JP1
4. Connect your Reef Angel Wifi Attachment to your Reef Angel Controller.
5.  You will notice all 4 LEDs blinking at different rates.
6. Take the jumper off and place it back in. Repeat this step 5 times.
Note, this step is sampled at 8Hz, so make sure that you wait at least 250ms between each transition.
7. You will notice that the Yellow LED is off and the Red LED is on. This indicates a factory reset.



